VSEOBECNE PODMIENKY PRE SPRACUVANIE OSOBNYCH UDAJOV
spoloénosti MARKIZA — SLOVAKIA, spol. s r.o. externymi subjektami

GENERAL TERMS AND CONDITIONS OF PERSONAL DATA PROCESSING
of MARKIZA — SLOVAKIA, spol. s r.o. by External Entities

1. UVODNE USTANOVENIA 1. RECITALS

Tieto vSeobecné podmienky (dalej len “VP“) upravuju prava apovinnosti pre 1. These General Terms and Conditions (the “GTCs”) regulate the rights and obligations
spractivanie osobnych Gdajov (dalej len “OU“) externymi subjektmi vyplyvajtce z ich with respect to personal data (“PD”) processing by external entities arising from a pre-
predzmluvného a/alebo zmluvného vztahu so spoloénostou MARKIZA — SLOVAKIA, contractual and/or contractual relationship with MARK{ZA — SLOVAKIA, spol. s r.o.,
spol. s r.o., so sidlom na Bratislavské 1/a, 843 56 Bratislava, ICO: 31 444 873, zapisanou with its registered office at Bratislavska 1/a, 843 56 Bratislava, ID No.: 31 444 873,
v Obchodnom registri Mestského suidu Bratislava I, odd.: Sro, vl. €.: 12330/B (dalej len registered in the Business Register of the Municipal Court Bratislava Ill, Section: Sro,
“MS“) podla vieobecného nariadenia o ochrane osobnych Gdajov &. 2016/679 (dalej File No. 12330/B (“MS”), in accordance with the General Data Protection Regulation
len “GDPR”) a zdk. ¢. 18/2018 Z.z. o ochrane osobnych udajov, v zneni neskorsich No. 2016/679 (the “GDPR”) and Act No. 18/2018 Coll. on personal data protection, as
predpisov (dalej len “Z00U*) a suvisiacich pravnych predpisov, a predstavuji zmluvu amended (the “PDPA”) and the related legal regulations, and represents an
medzi MS ako prevadzkovatelom a externym subjektom ako sprostredkovatelom agreement between MS as a data controller and an external entinty as a data
podla ¢l. 28 GDPR. Pre vylucenie akychkolvek pochybnosti plati, ze k vzniku zmluvného processor according to Article 28 of the GDPR. For the avoidance of any doubt, a
vztahu medzi MS a prislusnym externym subjektom méZe dojst aj na zéklade inej ako contractual relationship between MS and a respective external entity may also be
pisomnej zmluvy. based on an agreement in a form other than written.

Externym subjektom sa pre Ucely tychto VP rozumie fyzicka alebo pravnicka osoba 2. An external entity for the purposes of these GTCs means a natural or legal person
vykonavajlca pre MS na zéklade objednavky MS a/alebo zmluvy také &innosti a sluzby, performing for MS, based on an order and/or an agreement, such activities and
pri ktorych dochadza alebo méie dochadzat k spractvaniu OU v mene MS ako services that involve or may involve the processing of PD on behalf of MS as the
prevadzkovatela, a teda tento externy subjekt méZe byt vodi MS podla €l. 4 bodu 8 controller and therefore under Article 4(8) of the GDPR such an external entity may
GDPR v postaveni jej sprostredkovatela OU (dalej len “externy subjekt”). act as a PD processor in relation to MS (the “External Entity”).
Za externy subjekt sa povaZzuju predovsetkym (i) sponzori, ktori venovali cenu do External Entities are mainly (i) sponsors who donated a prize to a competition
sutaZe organizovanej MS; (ii) externé spoloénosti poskytujice sluzby suvisiace organised by MS; (ii) external companies providing services related to the organisation
sorganizdciou sutazi; (iii) externé spolo¢nosti poskytujice sluzby suvisiace of competitions; (iii) external companies providing services related to the organisation
s organizaciou podujati; (iv) externi fotografi poskytujuci fotografické sluzby a externi of events; (iv) external photographers providing photographic services and external
kameramani, strihaci a/alebo redaktori; (v) externé subjekty poskytujlce sluzby spravy cameramen, editors and/or reporters; (v) external entities providing social media
socidlnych sieti a/alebo webovych stranok prevadzkovanych MS; (vi) externi management services and/or web pages operated by MS; (vi) external suppliers of IT
dodavatelia IT rieSeni v zavislosti od povahy nimi poskytovanych sluzieb; (vii) externi solutions depending on the nature of the services they provide; (vii) external suppliers
doddvatelia zabezpecujici podporu pri sprave cookies; (viii) subjekty poskytujlce providing cookie management support; (viii) entities providing activities related to the
¢innosti stvisiace s pripravou, vyrobou a vysielanim reldcii a prispevkov do reldcii; a (ix) preparation, production and broadcasting of programs and reports and contributions
ini externi dodavatelia MS v zavislosti od povahy nimi poskytovanych sluzieb a ¢innosti. to programs; and (ix) other external suppliers of MS depending on the nature of the
V pripade, ak pri poskytovani dohodnutych Cinnosti a sluZieb MS zo strany externého services and activities they provide.

subjektu dojde k pristupu a/alebo spractvaniu OU, externy subjekt je povinny 3.  When the provision of the agreed activities and services to MS by the External Entity

dodrziavat vietky podmienky uvedené v tychto VP. V pripade porusenia akejkolvek
povinnosti uvedenej v tychto VP je MS opravnena uplatnit opatrenia uvedené v tychto
VP a/alebo opatrenia v sulade s prislusnymi pravnymi predpismi.

involves access to and/or processing of PD, the External Entity is obliged to comply
with all the terms and conditions set out in these GTCs. In the event of a breach of any
obligation set out in these GTCs, MS is entitled to take the measures defined in these
GTCs and/or measures under the applicable legal regulations.

2. OSOBITNE POVINNOSTI PRE SPRACUVANIE OU
2. SPECIAL PD PROCESSING OBLIGATIONS
1. Externy subjekt sa ako sprostredkovatel MS zavézuje dodriiavat najma nasledovné

povinnosti: 1. The External Entity as the MS’s processor undertakes to comply in particular with the

a. Ziskavat OU vmene MS len pre Gely vopred stanovené MS, overovat ich
aktudlnost a spravnost, aoverovat existenciu pravneho zdkladu pre ich
spracuvanie.

b. Spracuvat OU podla predmetu uvedeného v zmluve o spolupraci, resp. zmluvy
o poskytovani sluzieb, objednavkach, resp. inak dohodnutych podmienkach
vzajomnej spoluprace, a to len v rozsahu nevyhnutne potrebnom na dosiahnutie
uelu poskytovania dohodnutych ¢innosti a sluzieb MS, ako je napr. (i) G¢ast na
vybere vyhercu a/alebo odovzdanie ceny vyhercovi sutaze organizovanej MS;
(ii) realizacia sutaze, zabezpelenie Utasti sutaZiacich v sutaZi a vyber vhodného
kandidadta na wvyhercu; (iii) realizicia a organizdcia podujatia, registracia
Ucastnikov podujatia; (iv) vyhotovovanie podobizni, obrazovych snimok,
zvukovych a/alebo obrazovo-zvukovych / audiovizudlnych zdznamov fyzickych
0s06b, ich triedenie a Uprava a/alebo pristup k nim; (v) sprava oficialnych profilov
MS na socialnych sietach a webovych portalov, komunikacia s prispievatelmi na
tychto profiloch awebovych portaloch, administracia diskusii, zverejfiovanie
prispevkov a/alebo organizécia sutaZi prebiehajicich prostrednictvom tychto
profilov a webovych portaloch v mene MS; (vi) poskytovanie IT rieSeni pre tvorbu
databdz a/alebo rozposielanie newsletterov a/alebo komunikaciu s dotknutymi
osobami ainé Cinnosti vzavislosti od povahy poskytovanych sluzieb;
(vii) poskytovanie podpory pri sprave cookies; (viii) ziskavanie, uchovavanie,
spracovavanie ainé pouZivanie osobnych uGdajov v nevyhnutnom rozsahu
v sUvislosti s vytvdranim reportazi a relacii; a (ix) poskytovanie inych dohodnutych
¢innosti a sluzieb.

c. Spractivat OU len po dobu nevyhnutni na dosiahnutie Géelu poskytovania
dohodnutych ¢innosti a sluzieb MS v zavislosti od pokynov MS.

d. Vpripade priameho ziskavania OU je externy subjekt povinny v mene MS
zabezpetit informovanie dotknutych 0séb o spractvani ich OU, a to najneskér pri
ziskavani ich OU v rozsahu podla ¢l. 13 GDPR. Informovanie dotknutych oséb musi
byt jednoduché a zrozumitelné, a musi byt zabezpedené primeranym spésobom.
Externy subjekt je povinny vediet MS toto informovanie kedykolvek preukazat.
Dotknutou osobou st vietky fyzické osoby, ktorych OU sa pri poskytovani
dohodnutych &innosti a sluZieb spractvaju ako napr. (i) sutaZiaci a vyhercovia
sutazi; (i) sutaZiaci a vyhercovia sutazi; (iii) Ucastnici podujatia a registrovani
Ucastnici podujatia; (iv) fyzické osoby zaznamenané na obrazovej snimke,
zvukovych a/alebo obrazovo-zvukovych zaznamoch; (v) pouzivatelia socidlnych
sieti a/alebo webovych stranok prevadzkovanych MS; (vi) osoby, ktorych udaje sa
nachddzaju v databdze a/alebo mailing liste a/alebo v prislusnej komunikacii a iné
osoby v zavislosti od povahy poskytovanych sluZieb; (vii) navstevnici webovych
stranok/uzivatelia; (viii) U€astnici vysielania a iné dotknuté osoby, ktorych udaje
su sucastou vysielania a si nevyhnutné na poskytovanie dohodnutych sluZieb; a
(ix) klienti a iné fyzické osoby v zavislosti od poskytovanych ¢innosti a sluZieb.

e. Spracuvat OU len na zéklade pokynov MS, a to aj pokial ide o pripadny prenos OU
do tretej krajiny alebo medzinarodnej organizacie, s vynimkou pripadov, ked'si to
vyZaduje pravo EU alebo pravo ¢&lenského $tatu, ktorému externy subjekt
podlieha; v takom pripade externy subjekt ozndmi MS tuto pravnu poziadavku
este pred takymto spracovanim (pokial' dané pravo takéto oznamenie nezakazuje
zo zavaznych dévodov verejného zdujmu).

f.  Spractvat OU len vrozsahu nevyhnutnom na dosiahnutie Géelov uvedenych
v bode 1 pism. b) tohto ¢lanku, a to najma: (i) identifikacné a kontaktné udaje
a iné udaje nevyhnutné na realizéciu sutaze a odovzdanie vyhry; (ii) identifikacné
a kontaktné Udaje ainé Udaje nevyhnutné na realizéciu sutaZe a odovzdanie
vyhry; (iii) identifikané a kontaktné udaje a iné udaje nevyhnutné na realizaciu
aorganizaciu  podujatia;  (iv) podobizne, obrazové  snimky, zvukové

following obligations:

a. Collect PD on behalf of MS solely for the purposes pre-determined by MS, verify
that they are up to date and accurate, and verify the existence of the legal basis
for their processing.

b. Process PD according to the subject-matter specified in the cooperation
agreement, agreement on the provision of services, purchase orders or
otherwise agreed terms of mutual cooperation, solely to the extent necessary
to achieve the purpose of providing the agreed activities and services to MS,
such as (i) participating in the selection of the winner and/or awarding the prize
to the winner of a competition organised by MS; (ii) organising a competition,
ensuring the participation of competitors in a competition and selecting a
suitable candidate for the winner; (iii) holding and organising an event,
registering event participants; (iv) making, sorting, editing and/or accessing
photos, images, audio and/or audio-visual recordings of natural persons; (v)
managing MS’s official profiles on social media and online platforms,
communicating with contributors on these profiles and platforms,
administering discussions, publishing posts and/or organising competitions
taking place through these profiles and platforms on behalf of MS; (vi)
providing IT solutions for the creation of databases and/or the distribution of
newsletters and/or communication with data subjects, and other services
depending on the nature of the provided services; (vii) providing support for
cookie management; (viii) collecting, storing, processing and other use of
personal data to the necessary extent in connection with the creation of reports
and programs; and (ix) providing other agreed activities and services.

c.  Process PD solely for the time necessary to achieve the purpose of providing
the agreed activities and services to MS depending on MS’s instructions.

d. Inthe event of direct collection of PD, the External Entity is obliged to ensure
the notification of data subjects on the processing of their PD on behalf of MS
at the latest when collecting their PD to the extent under Article 13 of the
GDPR. Notification of data subjects shall be simple and intelligible and shall be
provided by appropriate means. The External Entity shall be able to
demonstrate the notification to MS at any time. Data subjects are all natural
persons whose PD are processed when providing the agreed activities and
services, such as (i) competitors and winners of competitions; (ii) competitors
and winners of competitions; (iii) event participants and registered event
participants; (iv) natural persons recorded on video, audio and/or audio-visual
recordings; (v) users of social media and/or websites operated by MS;
(vi) persons whose data are stored in a database and/or in a mailing list and/or
in a relevant communication and other persons, depending on the nature of
the provided services; (vii) website visitors/users; (viii) program participants
and other data subjects whose data is part of the broadcasting and are
necessary for the provision of the agreed services; and (ix) clients and other
natural persons, depending on the activities and services provided.

e. Process PD solely based on MS’s instructions, even with respect to any PD
transfer to a third country or an international organisation, except where
required by the law of the EU or the Member State to which the External Entity
is subject; in such event the External Entity shall notify MS of this legal
requirement before such processing (unless such law prohibits such
notification on important grounds of public interest).

f.  Process PD solely to the extent necessary to achieve the purposes specified in
clause 1(b) of this Article, in particular: (i) identification and contact details and
other data necessary to organise a competition and award the prize;
(ii) identification and contact details and other data necessary to organise a



a/alebo obrazovo-zvukové zaznamy a iné Udaje nevyhnutné na dosiahnutie uéelu

spracovania; (v) udaje zverejnené prispievatelmi na socidlnych sietach

a webovych portéloch ako napr. aktivity, prispevky, nicky a iné idaje nevyhnutné

na dosiahnutie U¢elu spracovania; (vi) identifikaéné udaje a/alebo udaje tykajice

sa ¢innosti dotknutej osoby, logy a/alebo UGdaje nevyhnutné pre tvorbu databazy
a/alebo mailing listu a/alebo dand komunikdciu a/alebo iné Udaje v zavislosti od
typu poskytovanej sluzby suvisiacej s IT rieSeniami; (vii) typ browsera, udaje

o opera¢nom systéme, cookie ID, IP adresa a iné Udaje v zavislosti od konkrétneho

nastavenia spravovanej sluzby; (viii) podobizne, obrazové snimky, zvukové

a/alebo obrazovo-zvukové zaznamy, meno, priezvisko, adresa, pracovna pozicia

a iné udaje, ktoré su sucastou vysielania; (ix) v pripade ak to nevyhnutne vyzaduje

povaha osobitne dojednanej spoluprace tak aj osobitnu kategdriu osobnych

udajov ako je napr. Gdaj tykajuci sa zdravia; a (x) dalSie idaje nevyhnutné na
dosiahnutie ucelu spracuvania. V pripade, ak by sprostredkovatel ziskaval v mene

MS osobné (daje osobitnej kategdrie je povinny okrem pravneho zakladu

uvedeného v ¢l. 6 GDPR disponovat aj vynimkou zo zakazu spractvania OU podla

¢l. 9 ods. 2 GDPR. Pri spractivani OU maloletych dotknutych oséb je potrebné
zvla$t citlivo pristupovat k spractvaniu OU a disponovat vhodnym pravnym
zakladom. Ak ide o spractvanie OU maloletych na zéklade SUHLASU, v pripade,
ak ma malolety 15 rokov a viac, udeluje sthlas MS priamo sdm malolety.

V pripade, ak ma malolety menej ako 15 rokov, tento suhlas musia MS udelit jeho

zakonni zastupcovia.

g. Povaha spracuvania osobnych Udajov vyplyva z prislusnej zmluvy, objednavok
alebo inak dohodnutych podmienkach vzajomnej spoluprace, pricom a ide najma
o nahliadanie, ziskavanie, kopirovanie, zalohovanie, zaznamenavanie aj
prostrednictvom natadania, oprava, zmena, aktualizicia OU, tvorba databaz a
likvidovanie.

h.  Zaviest postupy stanovujlce pravidla na pristup k OU a pre ich dal$ie spractvanie
a dodrziavat vetky ostatné povinnosti stanovené v GDPR (najmé& s ohfadom na ¢l.
28), v ZOOU, ako aj v dalsich stvisiacich pravnych predpisoch a tychto VP.
Dodrziavat vo vztahu k OU mi¢anlivost a neposkytovat OU inym ako dohodnutym
tretim osobam a prijat také opatrenia, aby nedoslo k neopravnenému alebo
nahodnému pristupu k OU, kich zmene, znieniu & strate, k neopravnenym
prenosom, k ich inému neopravnenému spracovaniu, ako aj inému zneuZitiu. Tato
povinnost plati aj po ukonéeni spractivania OU externym subjektom.

i.  Bezodkladne poskytovat MS maximalnu st¢innost.

j. Prijat technické a organiza¢né opatrenia podla ISO 27001 s ciefom zaistit ochranu
Udajov v sulade s €. 29 GDPR, a to s prihliadnutim na stav techniky a naklady na
vykonanie opatreni, povahu, rozsah, kontext a Ucely spracuvania, ako aj na rizika
s réznou pravdepodobnostou a zdvaznostou pre prava a slobody fyzickych oséb,
pripadne zahfnajlc aj:

i. pseudonymizaciu a Sifrovanie OU (ak je to Gcelné a mozné);

ii. schopnost zabezpedit trvali dévernost, integritu, dostupnost a odolnost
systémov spractvania a sluzieb;

iii. schopnost véas obnovit dostupnost OU a pristup k nim v pripade fyzického
alebo technického incidentu;

iv. proces pravidelného testovania, posudzovania a hodnotenia uUinnosti
technickych a organizanych opatreni na zaistenie bezpecnosti
spracUvania;

V. a dalsie opatrenia uvedené v prilohe €. 1 tychto VP.

k.  Prijat opatrenia na identifikiciu a overenie toho, komu st OU zasielané, a pri
automatizovanom spractvani OU vytvorit elektronické zaznamy, ktoré budd
umozriovat identifikaciu a overenie toho, kedy, kym a za akym u&elom boli tieto
0U zaznamenané, &i inak spracované. Zaroveri pri automatizovanom spractvani
0U externy subjekt zabezpeti, aby osoby opravnené na pouzivanie systémov na
automatizované spractvanie OU mali pristup iba k OU zodpovedajicim ich
opravneniam prostrednictvom osobitnych opravneni pouzivatela vytvorenych
vyhradne pre tieto osoby.

. Sohladom na povahu spracuvania, v ¢o najvia¢sej miere pomahat MS ako
prevéadzkovatelovi vhodnymi technickymi a organizaénymi opatreniami pri plneni
povinnosti MS reagovat na Ziadosti o vykon prav dotknutej osoby. V pripade
uplatnenia si prava dotknutej osoby je otom externy subjekt povinny MS
preukazatelne a bezodkladne najneskér do 24 hodin informovat na adresu
GDPR.general@markiza.sk.

m. Pomahat MS ako prevadzkovatelovi zabezpeit plnenie povinnosti podla €l. 33 az
36 GDPR, a to s prihliadnutim na povahu spractvania a na informacie, ktoré su
externému subjektu dostupné. Externy subjekt je povinny bezodkladne, najneskér
do 24 hodin, preukdzatelne informovat MS ako prevadzkovatela o poruseni
ochrany OU tykajucich sa predmetu tychto VP.

n. bezodkladne najneskér do 24 hodin informovat MS o zisteni a/alebo spdsobeni
porudenia ochrany osobnych udajov a oznamit MS informécie v rozsahu podfa €.
33 ods. 3 GDPR a/alebo 34 ods. 3 GDPR na adresu GDPR.general@markiza.sk.

2. Externy subjekt nesmie osobné Udaje spracivané v mene MS spractvat vo svojom
vlastnom mene. V pripade, ak ma externy subjekt zaujem spractvat OU ziskané v
stvislosti s jeho &innostou pre vlastné Gcely, resp. Ucely inych subjektov ako MS,
uvedené spracUvanie musi byt zakonné aexterny subjekt je ako samostatny
prevadzkovatel mimo MS plne zodpovedny za spinenie prislusnych povinnosti na Gseku
ochrany osobnych Udajov a suvisiacich predpisov, o ¢om je povinny dotknuté osoby
osobitne informovat. MS za takéto spracovanie OU nezodpoveda.

3. DALSIE POVINNOSTI PRE SPRACUVANIE OU

1.  Pokial'v tychto VP nie je uvedené inak, externy subjekt bez predchadzajiceho pisomného
sthlasu MS, Uplne ani Ciastoéne nepostlpi, nepredd, a ani na Ziadnu tretiu osobu
neprevedie a ani neprenesie ziadne zo svojich prav vyplyvajucich z tychto VP, a ani celkom
ani ¢iastocne nepostupi, neprevedie, neposkytne sublicencie, neuzavrie subdodavatelsku
zmluvu, a ani inak neprevedie svoje povinnosti vyplyvajucich z tychto VP. MS je ako
prevadzkovatel opravneny postupit alebo previest niektoré alebo vietky svoje prava a
povinnosti vyplyvajice z tychto VP na akukolvek dalSiu osobu, a to aj v ramci zlicenia
alebo zo zakona.

2. Externy subjekt ako sprostredkovatel zaroven kontroluje a zodpoveda za to, Ze:
a.  koU ainym Gdajom nebudi mat pristup neopravnené osoby.

competition and award the prize; (iii) identification and contact details and
other data necessary to hold and to organise an event; (iv) photos, images,
audio and/or audio-visual recordings and other data necessary to achieve the
purpose of processing; (v) data published by contributors on social media and
on-line platforms such as activities, posts, nicknames and other data necessary
to achieve the purpose of processing; (vi) identification details and/or
information about the activity of a data subject, logs and/or data necessary to
create a database and/or a mailing list and/or a communication and/or other
data depending on the type of an IT solution service provided; (vii) browser
type, operating system information, cookie ID, IP address and other data
depending on the specific settings of the managed service; (viii) photos,
images, audio and/or audio-visual recordings, name, surname, address, job
position and other data that is a part of a program; and (ix) in case it is necessary
due to the nature of the individually agreed cooperation also the special
category of PD e.g. health related PD; and (x) other data necessary to achieve
the purpose of the data processing. In case a processor collects special
categories of personal data on behalf of MS, in addition to the legal basis under
Article 6 of the GDPR, the processor shall also demonstrate an exception to the
prohibition of processing of PD under Article 9(2) of the GDPR. When
processing PD of minor data subjects, it is necessary to apply a particularly
sensitive approach to PD processing and shall have a proper legal basis for such
processing. Where the PD of minors is processed based on CONSENT, if the
minor is 15 years of age or older, the consent shall be given to MS directly by
the minor. If the minor is younger than 15 years of age, the consent shall be
given to MS by the minor’s legal guardian.

g. The nature of personal data processing is based on the respective agreement,
purchase orders or otherwise agreed terms of mutual cooperation, whereas
this includes in particular reviewing, collecting, making copies, back-ups,
recording including video, modifications, updates, creating databases and
deletion.

h. Implement the procedures defining the rules for approach to PD and their
further processing and comply with all other obligations stipulated in the GDPR
(in particular under Article 28), in the PDPA, as well as in other related legal
regulations and these GTCs. Keep PD confidential and not disclose PD to other
than agreed third parties and take measures to prevent unauthorised or
accidental access to PD, their alteration, destruction or loss, unauthorised
transfers or other unauthorised processing or other misuse. This obligation also
applies after the termination of PD processing by the External Entity.

i.  Provide MS with full cooperation without any delay.

j.  Implement appropriate technical and organisational measures according to ISO
27001 to ensure data protection in accordance with Article 29 of the GDPR,
taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of the data processing, as well as the risk
of varying likelihood and severity for the rights and freedoms of natural
persons, including inter alia as appropriate:

i. the pseudonymisation and encryption of PD (where reasonable and
practicable);
ii. the ability to ensure the ongoing confidentiality, integrity, availability
and resilience of processing systems and services;
iii. the ability to restore the availability and access to PD in a timely
manner in the event of a physical or technical incident;

iv. a process for regularly testing, assessing and evaluating the
effectiveness of technical and organisational measures for ensuring the
security of the processing;

v. and other measures as specified in Annex 1 to these GTCs.

k. Take measures to identify and verify the party to which PD are sent, and for
automated PD processing, create electronic records enabling identification and
verification of when, by whom and for what purpose these PD were recorded
or otherwise processed. Also, for automated PD processing the External Entity
shall ensure that the person authorised to use the systems for automated PD
processing only have access to PD corresponding to their authorisations
through special user authorisations created exclusively for those persons.

I. Taking into account the nature of the processing, assist MS as the controller by
appropriate technical and organisational measures, insofar as this is possible,
in the fulfilment of MS’s obligation to respond to requests for exercising the
data subject’s rights. If a data subject exercises his or her right, the External
Entity shall demonstrably and immediately not later than 24 hours notify MS
thereof at GDPR.general@markiza.sk.

m. Assist MS as the controller in ensuring compliance with the obligations under
Articles 33 to 36 of the GDPR, taking into account the nature of data processing
and the information available to the External Entity. The External Entity shall
without any delay, but at the latest within 24 hours, demonstrably notify MS as
the controller of any breach of the PD covered by these GTCs.

n. without delay at the latest within 24 hours notify MS on the identification
and/or cause of data breach and to notify MS according to article 33 sec. 3 of
the GDPR and/or according to article 34 sec. 3 of the GDPR at
GDPR.general@markiza.sk.

2. The External Entity shall not process PD od MS in its own name. If the External Entity
wishes to process PD collected in relation to its business for its own purposes or the
purposes of entities other than MS, such processing shall be legal and External Entity
as sole data controller is fully responsible for compliance with the applicable personal
data protection obligations and the related regulations, of which the External Entity
shall individually notify the data subjects. MS is not responsible for such PD processing

3. OTHER PD PROCESSING OBLIGATIONS

1. Unless these GTCs provide otherwise, without the prior written consent of MS the
External Entity shall not fully or partially assign, sell, transfer or confer to any third
party any of its rights under these GTCs or fully or partially assign, transfer, sublicense,
subcontract or otherwise transfer its obligations under these GTCs. MS as the
controller is entitled to assign or transfer any or all of its rights and obligations under
these GTCs to any other party, also as part of a merger or by law.

2. The External Entity as the processor also controls and is responsible for ensuring that:

a. unauthorised persons have no access to PD and other data;
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b. nebude dochddzat k neopravnenému &itaniu, vytvaraniu kopii, prenosu, Uprave Ci
vymazaniu zaznamov obsahujucich OU.

c.  osoby opravnené pristupovat k OU st povinné zachovéavat ml¢anlivost o obsahu
0U a dodrziavat prislugné zasady, normy a poziadavky vo vztahu k spractvaniu
0U. Dalej zodpoveda, 7e tieto osoby boli primerane a vhodne preskolené ohladom
zasad tykajucich sa bezpecnosti, stikromia a ochrany OU a boli pou¢ené o svojich
povinnostiach s tym suvisiacich.

d.  0OU bude uchovavat na serveri umiestnenom v Slovenskej republike, resp. v
krajinach EHP. Prenos mimo EHP je mozZny iba s predchadzajucim pisomnym
stihlasom MS.

e. pred zapojenim Ciastkovych sprostredkovatelov externy subjekt ako
sprostredkovatel MS tychto ciastkovych sprostredkovatelov vhodnym spdsobom
preveri podla osvedéenych postupov daného odvetvia, vratane pripadného
posudenia vplyvu na stkromie, a zaroveri si vyziada predchddzajuci pisomny/e-
mailovy sthlas MS ako prevadzkovatela s takymto zapojenim. Externy subjekt je
ako sprostredkovatel povinny so schvalenym sprostredkovatefom uzatvorit
zmluvu podla ¢l. 28 ods. 4 GDPR.

f.  zabezpedi, aby vSetky technické a organiza¢né opatrenia podla tychto VP prijali aj
jeho ciastkovi sprostredkovatelia.

g.  zostdvazodpovedny za spractivanie OU vykonané ¢iastkovymi sprostredkovatelmi
rovnako, ako keby spracuvanie vykonal on sam. Externy subjekt ako
sprostredkovatel MS prijima zodpovednost za zabezpelenie toho, aby mu
Ciastkovi sprostredkovatelia umoznili v plnom rozsahu plnit jeho povinnosti
vyplyvajuce tychto VP a prislusnych pravnych predpisov o ochrane OU, a v kazdom
pripade bude celkom zodpovedat za nésledky konania a chyb svojich pracovnikov,
zéstupcov a/alebo &iastkovych sprostredkovatelov, v désledku ktorych nebudu
dodrzané ustanovenia tychto VP a/alebo prislusnych pravnych predpisov.

h. po ukonceni poskytovania dohodnutych €innosti a sluzieb MS tykajicich sa
spractvania na zaklade rozhodnutia MS ako prevadzkovatela, odovzda MS ako
prevédzkovatelovi véetky OU zo vietkych svojich systémov a databdz a zo
vsetkych systémov a databaz vietkych svojich Ciastkovych sprostredkovatelov (ak
pravo EU alebo pravo ¢lenského $tatu nepozaduje uchovavanie tychto OU)
anasledne zabezpedi, aby boli tieto OU vjeho databazach a systémoch
avdatabazach a systémoch jeho Cciastkovych sprostredkovatelov vymazané,
o ¢om poskytne MS ako prevédzkovatelovi na vyziadanie potvrdenie.

3. Za UGlelom preverenia, ¢ externy subjekt a/alebo jeho schvéleni Ciastkovi
sprostredkovatelia dodrziavaju povinnosti stanovené v tychto VP a/alebo povinnosti
stanovené v prislu$nych pravnych predpisoch vo vztahu k OU, externy subjekt poskytne
MS vsetky informacie potrebné na preukazanie splnenia tychto jeho povinnosti a umozni
MS audity, ako aj kontroly vykonavané MS alebo auditorom poverenym MS, pri¢om je za
tymto Uéelom povinny poskytnut MS a riou poverenym osobam maximalnu suéinnost.

4.  Externy subjekt sa zavazuje nahradit MS ako prevadzkovatelovi, pripadne tretim osobam,
$kodu, ktorad vznikne v désledku a/alebo v stvislosti s neopravnenym spracovanim zo
strany externého subjektu a/alebo jeho Ciastkovych sprostredkovatelov. Povinnosti a
zodpovednost podla tohto ustanovenia zavizuju externy subjekt aj v pripade, ak $kodu
sposobil jeho zamestnanec, zmluvny partner ¢i osoby s nim spolupracujice (pripadne
jeho Ciastkovy sprostredkovatel). Externy subjekt zodpoveda MS za skodu sposobent
porusenim povinnosti podla tychto VP a/alebo prislusnych pravnych predpisov, pricom
za Skodu sa na ucely tychto VP povaZuje aj pokuta uloZena MS prisluSnym orgdnom
dozoru, ktora je ndsledkom porusenia tychto VP a/alebo prislusnych pravnych predpisov
zo strany externého subjektu.

4. ZAVERECNE USTANOVENIA

1. Externy subjekt berie na vedomie, Ze jeho spolupraca s MS pri poskytovani niektorych
sluzieb acinnosti moéze byt upravenda aj dalsimi 3$pecidlnymi podmienkami,
resp. zmluvami, a zavézuje sa ich dodrZziavat.

2. Pravne vztahy medzi MS aexternymi subjektami sa riadia tymito VP a prislusnymi
pravnymi predpismi Slovenskej republiky. Akékolvek vseobecné podmienky ochrany
osobnych Gdajov externého subjektu sa vylucuju. V pripade rozporu v otdzke ochrany
osobnych tidajov medzi tymito VP a ustanoveniami o ochrane osobnych udajov v zmluve
medzi MS a externym subjektom, maju prednost ustanovenia zmluvy.

3. Externy subjekt je ako sprostredkovatel MS opravneny spractivat dohodnuté OU po dobu
uvedend v &lanku 2, bode 1, pism. c) VP, pricom Ziadny jednotlivy OU (tyka sa to vietkych
pripadov) nesmie spractvat dlhsie, neZ je to nevyhnutné pre dosiahnutie Ucelu
spractivania podla tychto VP.

4. Tieto VP zavdzuju externy subjekt po celd dobu trvania spoluprice s MS. Povinnost
zachovévania mlcanlivosti viak zavédzuje externy subjekt aj po jej skonleni. Platnost
tychto VP je mozné ukonéit pisomnou dohodou stran.

5.V pripade akychkolvek pochybnosti alebo otédzok ohfadom spractivania OU v mene MS je
externy subjekt povinny obrétit sa na zodpovednu osobu MS prostrednictvom e-mailu na
GDPR.general@markiza.sk pricom v predmete e-mailu je povinny uviest “Externy
dodavatel — spracovanie OU podla VP“.

6. Uplnd alebo &iastocna nedcinnost alebo neplatnost ktoréhokolvek ustanovenia tychto VP
nebude mat za néasledok neplatnost celych VP. Ak sa stane ktorékolvek z ustanoveni VP
neplatnym, MS nahradi toto neplatné ustanovenie inym ustanovenim na dosiahnutie
uéelu, ktory mal byt pévodne dosiahnuty neplatnym ustanovenim tychto VP.

7.  Pre vylucenie akychkolvek pochybnosti plati, Ze externému subjektu za pInenie si jeho
povinnosti stvisiacich so spracuvanim OU podla tychto VP a prisluénych pravnych
predpisov nepatri Ziadna osobitna odmena, a Ze pripadnd odmena za Cinnosti a sluzby,
ktoré externy subjekt poskytuje MS, je predmetom pripadnej osobitnej dohody medzi
externym subjektom a MS.

8. Ziadne ustanovenie tychto VP nezaklad4, a ani ho nemozno vykladat tak, e by sa medzi
externym partnerom a MS zakladalo akékolvek obchodné partnerstvo, fransizu alebo
spolo¢ny podnik.

9. Tieto VP nadobudaju platnost a G¢innost 01.01.2021. MS je oprdvnena v zavislosti od
zmien prislusnych pravnych predpisov, svojej obchodnej politiky alebo na zaklade
vlastného rozhodnutia jednostranne zmenit alebo Gplne nahradit tieto VP.

b. thereis no unauthorised reading, copying, transfer, modification or deletion of
records containing PD;

c. persons authorised to access PD shall keep confidential the PD content and
comply with the applicable PD processing policies, standards and
requirements. The External Entity is also responsible for ensuring that those
persons have been adequately and appropriately trained in the PD security,
privacy and protection policies and advised of their related obligations;

d. PD shall be stored on a server located in the EEA Countries. Transfer outside
the EEA is possible solely with the previous written consent of MS.

e. before engaging sub-processors, External Entity as the MS’s processor shall
adequately check such sub-processors according to industry best practices,
including any privacy impact assessment, and the External Entity shall request
from MS a prior written/e-mail consent. External Entity shall, as data
processor, conclude a DPA according to article 28 sec. 4 of the GDPR with
approved sub-processor.

f.  the External Entity shall ensure that all technical and organisational measures
under these GTCs are also taken by its sub-processors;

g. the External Entity remains responsible for PD processing carried out by
sub-processors as if the processing was carried out by External Entity itself. The
External Entity as the MS’s processor assumes responsibility for ensuring that
sub-processors enable External Entity to fulfil all its obligations under these
GTCs and the applicable PD protection regulations, and in any case, External
Entity shall be fully responsible for the consequences of the actions and errors
of its staff, representatives and/or sub-processors that result in
non-compliance with these GTCs and/or applicable legal regulations;

h. after terminating the provision of the agreed processing activities and services
for MS based on a decision of MS as the controller, the External Entity shall
hand over to MS as the controller all PD from all of its and its sub-processors’
systems and databases (unless the law of the EU or the Member State requires
retention of these PD) and shall subsequently ensure their erasure from its and
its sub-processor’s databases and systems, of which External Entity shall give
MS as the controller confirmation upon request.

3. In order to verify that the External Entity and/or its approved sub-processors comply
with their obligations set out in these GTCs and/or stipulated by the applicable legal
regulations with respect to PD, the External Entity shall provide MS with all information
necessary to demonstrate compliance with these obligations and allow MS audits,
including inspections conducted by MS or auditors mandated by MS, and for this
reason it shall be obliged to provide MS and its authorised persons with full
cooperation.

4. The External Entity undertakes to indemnify MS as the controller, or any third parties,
for damage caused as a result of and/or in relation to unauthorised processing by the
External Entity and/or its sub-processors. Obligations and responsibilities hereunder
also apply to the External Entity if damage was caused by its employee, contractual
partner or persons cooperating with the External Entity (or by its sub-processor). The
External Entity is liable to MS for damage caused due to a breach of obligations under
these GTCs and/or applicable legal regulations, and for the purpose of these GTCs
damage shall also include a penalty levied on MS by a competent supervisory authority
as a result of a breach of these GTCs and/or applicable legal regulations by the External
Entity.

4. FINAL PROVISIONS

1. The External Entity acknowledges that its cooperation with MS in providing certain
services and activities may also be governed by other special terms and conditions, or
agreements, and undertakes to ensure compliance therewith.

2. Legal relations between MS and External Entities are governed by these GTCs and
applicable Slovak legal regulations. Any general terms and conditions of personal data
protection of an external entity are excluded. In the event of a conflict regarding
personal data protection between these GTC and the personal data protection
provisions of the agreement between MS and the External Entity, the provisions of the
agreement shall prevail.

3. Asthe MS’s processor, the External Entity is authorised to process the agreed PD for
the period as specified in Article 2(1)(c) of the GTCs, and no individual piece of PD
(applies to all cases) shall be processed longer than necessary to achieve the purpose
of the processing hereunder.

4. These GTCs apply to the External Entity throughout the whole cooperation with MS.
However, the duty of confidentiality also applies to the External Entity after the
cooperation has been terminated. These GTCs shall be terminated by a written
agreement of the parties.

5. In the event of any doubts or questions regarding PD processing on behalf of MS, the
External Entity shall contact the MS’s data protection officer by e-mail at
GDPR.general@markiza.sk, whereas the subject of the e-mail shall contain “External
supplier — PD processing under GTCs".

6. Full or partial ineffectiveness or invalidity of any provision of these GTCs shall not
invalidate the entire GTCs. If any of the GTCs provisions becomes invalid, MS shall
replace such an invalid provision with another provision to achieve the purpose
originally intended to be achieved by the invalid provision of these GTCs.

7. Forthe avoidance of any doubt, the External Entity is not entitled to any special fee for
the fulfilment of its obligations related to PD processing under these GTCs and
applicable legal regulations, and any potential fee for the activities and services
provided to MS by the External Entity is subject to a separate agreement between the
External Entity and MS.

8. No provision of these GTCs shall create or be construed as creating any business
partnership, franchise or joint venture between the External Entity and MS.

9. These GTCs enter into force and effect on 1 January 2021. MS is entitled, depending
on any changes to applicable legal regulations, changes in its business policy or at its
own discretion, to unilaterally amend or fully replace these GTCs.
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Priloha ¢. 1:
OSOBITNE TECHNICKE A ORGANIZACNE OPATRENIA NA ZABEZPECENIE OCHRANY OU

1.

2.

Fyzicky pristup: Externy subjekt ma mat ako sprostredkovatel MS zavedené normy pre
fyzické zabezpecenie, ktorych cielom je zamedzit neopravnenému fyzickému pristupu do
priestorov a k jeho vybaveniu. Patria sem tieto postupy:

a. je stanovené a zavedené zabezpeclenie k ochrane oblasti, v ktorych sa
nachddzaju citlivé alebo dolezité udaje a zariadenia na spracuvanie Udajov
(vratane 0OU);

b. zabezpecené oblasti su chranené vhodnymi vstupnymi kontrolami, ktoré
zabezpedia pristup iba opravnenym pracovnikom;

c. fyzicky pristup na tieto miesta je obmedzeny na zamestnancov, subdodavatelov
a opravnenych navstevnikov externého subjektu ako sprostredkovatela MS;

d. zamestnancom, povolenym subdodavatelom a opravnenym navstevnikom
externého subjektu ako sprostredkovatela MS su vystavené identifikacné
preukazy, ktoré musia tieto osoby nosit pri sebe po dobu pritomnosti v objekte;

e. sledovanie pristupu do zariadenia externého subjektu ako sprostredkovatela MS,
vratane oblasti s obmedzenym pristupom a vybavenia v tomto zariadeni;

f.  vedenie zdznamov o pristupe, ktoré je mozno neskér skontrolovat v ramci auditu;

a

g. vybavenie sa nachddza v objekte a je chranené tak, aby boli znizené rizika
a nebezpecenstva pochadzajuce z prostredia a prileZitosti k neopravnenému
pristupu.

Kontrola pristupu a sprava: Externy subjekt ako sprostredkovatel MS udrziava v platnosti
nasledujuce zasady, normy a postupy na kontrolu pristupu a spravu prislusného
vypoctového prostredia:

a. na zaklade vhodnych postupov pre zabezpedenie podnikania a informacii su
zavedené, zdokumentované a preskiumané zdsady pre kontrolu pristupov
(a externy subjekt ako sprostredkovatel MS bezodkladne predlozi MS na
vyZziadanie kopiu tychto zasad);

b. je zavedeny formadlny postup pre registriciu pouZivatela a zrusenie jeho
uzivatelského opravnenia, na zéklade ktorého mozno udelit prava na pristup;

c. je zavedeny formalny postup pre poskytnutie pristupu pouzivatefom, aby bolo
mozné udelit alebo odvolat pristupové prava vietkym druhom pouZivatelov do
vsetkych systémov a ku vSetkym sluzbam;

d. pridelenie a pouzivanie prav vyhradeného pristupu je obmedzené a kontrolované.
Medzi tieto prava patria pristupova prava k rozsiahlemu spractvaniu OU (napr.
hromadné otazky, hromadné zmeny, hromadny export Udajov, hromadny vymaz);

e. pridelovanie tajnych autentizaénych udajov je kontrolované prostrednictvom

formalneho procesu;

pristupové prava pouzivatelov st pravidelne kontrolované;

pristup k systémom a aplikdciam spractvajucim OU je kontrolovany vhodnym a
zabezpecenym postupom pre prihlasovanie;

systémy spravy hesiel st interaktivne a zaistuju, Ze hesla budu kvalitné;

hesla musia byt pri prenose Sifrované;

administratorské uéty by mali byt pouZivané iba pre administratorské &innosti;

ku kazdému Gétu s administratorskymi pravami alebo s pristupom k OU musi byt
vystopovatelna jednoznacne identifikovatelnd osoba; a

vietok pristup k potitatom a serverom musi byt chraneny heslom a zodpovedat
poziadavkam pracovnej pozicie daného zamestnanca ¢i dodévatela.

Antivirova kontrola a zaznamy: Na pocitacoch a serveroch je nainstalovana primerand
aktudlna verzia systému bezpelnostného softwaru, ktory méze zahffiat serverovy
firewall, antivirovu ochranu a aktudlne patche a virusové databdzy. Tento software je
nakonfigurovany tak, aby pravidelne hladal a bezodkladne odstrafoval alebo opravoval
zistené nélezy. Externy subjekt ako sprostredkovatel MS vedie zaznamy roznych zloziek
infradtruktiry a systému pre detekciu neopravneného prieniku, ktory zistuje a hlasi
vzorce zneuzitia, podozrivé ¢innosti, neopravnenych pouzivatelov a dalsie skutoc¢né ¢i
hroziace bezpecnostné rizika.

Pracovnici externého subjektu ako sprostredkovatela MS: Zamestnanci a doddvatelia boli
primerane a vhodne preskoleni ohladne zésad externého subjektu ako sprostredkovatela
MS tykajucich sa bezpeénosti a sikromia a boli pouceni o svojich povinnostiach vo vztahu k
stkromiu, postupom v oblasti ochrany a zabezpedenia Udajov; a boli zavedené vhodné
postupy a zasady pre dalsie skolenie vSetkych zamestnancov a dodavatelov vratane dalsich
zamestnancov a doddvatefov, ktori poskytuji sluzby externému subjektu ako
sprostredkovatelovi MS. Zamestnanci a pracovnici externého subjektu ako
sprostredkovatela MS (vratane dodavatelov) s zmluvne zaviazani k udrZiavaniu
micanlivosti o OU ¢&i dovernych informaciach a dodrziavani prislusnych zasad, noriem
a poziadaviek MS vo vztahu k spractvaniu OU MS.

Zabezpedenie kontinuity prevadzky a obnova po havarii: Externy subjekt ako
sprostredkovatel je schopny obnovit dostupnost OU a pristup k nim v pripade incidentov
vcas, pricom:

a. pre vietky systémy, ktoré spractvaju OU, st stanovené poziadavky kontinuity
obchodnej ¢innosti a st vypracované a testované plany obnovy po havarii; a

b. pre vietky systémy, ktoré spracivaji OU, je zabezpelena dostatoéna uroveri
redundancie.

Monitorovanie: Externy subjekt ako sprostredkovatel MS pouZiva tieto monitorovacie
systémy a postupy v sulade s osvedéenymi postupmi a pokynmi (vratane pokynov
tykajtcich sa monitorovania a prav FO podla prisluinych predpisov o ochrane 0U):

a. suvytvdrané, vedené a pravidelne kontrolované zaznamy o incidentoch, v ktorych
sU zaznamenané cinnosti pouZivatelov, vynimky, zdvady a incidenty v oblasti
bezpecnosti informacii; a

b. prihlasovacie zariadenie a prihlasovacie tUdaje su chranené proti neopravnenej
manipulacii, zmenam, vymazaniu a neopravnenému pristupu; a

c.  vyhradeny pristup k OU (napr. administratori ¢i operatori systému) a akékolvek
dalSie spraclivanie, ktoré tieto osoby vykondvaju, su zaznamenavané
a monitorované; a

d. na zabezpecenie a nahlasenie neobvyklej ¢innosti vo vztahu k OU sa pouzivaju
automatizované postupy.

a

~T T

. Zo strany externého subjektu ako sprostredkovatela boli zavedené potrebné vsetky vyssie

popisané opatrenia v sulade s 1ISO 27001.

. Externy subjekt ako sprostredkovatel spracovava OU vo forme v akej mu boli odovzdané

zo strany MS. Po ukonéeni dohodnutych ¢innosti externy subjekt vrati dotknuté OU MS
a vratené OU vymaze vo svojich systémoch, a to najneskdr ku driu ukonéenia poskytovania
sluZieb.

Annex 1:
SPECIAL TECHNICAL AND ORGANISATIONAL MEASURES TO ENSURE PD PROTECTION

1. Physical access: As the MS’s processor, the External Entity should have adopted
physical security standards in place to prevent unauthorised physical access to its
premises and equipment. They include the following procedures:

a. safeguards are defined and in place to protect the areas where sensitive or
important data and equipment for data processing (including PD) are located;

b. secured areas are protected by appropriate access checks ensuring only access
of authorised staff;

c.  physical access to these places is limited to employees, subcontractors and
authorised visitors of the External Entity as the MS’s processor;

d. ID cards are issued to employees, permitted subcontractors and authorised
visitors of the External Entity as the MS’s processor to be carried by these
persons while being present in the building;

e. monitoring access to the External Entity’s facility as the MS’s processor,
including areas with restricted access and equipment in this facility;

f.  keeping access records that can be later checked as part of an audit; and

g. theequipmentis located in a building and is protected to mitigate the risks and
hazards arising from the environment and an opportunity of unauthorised
access.

2. Access control and management: The External Entity as the MS’s processor shall
maintain the following policies, standards and procedures to control access and
manage the respective IT environment:

a. access control policies are in place, documented and reviewed based on
appropriate business and information security procedures (and the External
Entity as the MS’s processor shall provide a copy of these policies to MS upon
request);

b. a formal procedure is in place for user registration and cancellation of user
authorisation based on which access rights can be granted;

c. a formal procedure is in place to grant users access, in order to grant or
withdraw access rights to all types of users to all systems and all services;

d. theallocation and use of restricted access rights is limited and controlled. These
rights include access rights to an extensive PD processing (e.g. bulk questions,
bulk changes, bulk data export, bulk erasure).

e. allocation of secreted authentication data is controlled through a formal
process;

f.  user access rights are regularly reviewed;

g. access to PD processing systems and applications is controlled by means of an
appropriate and secure login procedure;

h. password management systems are interactive and ensure high-quality
passwords;

i.  passwords shall be encrypted during transfer;

j. administrator accounts should only be used for administrator activities;

k. a clearly identifiable person shall be traceable for each account with
administrator rights or access to PD; and

I. all access to computers and servers shall be protected by a password and
correspond to the requirements of the job position of the respective employee
or contractor.

3. Anti-virus control and records: Appropriate up-to-date security software version is
installed on the computers and servers, which shall include a server firewall, anti-virus
protection, current patches and virus databases. This software is configured to
regularly search for and immediately remove or repair the identified findings. The
External Entity as the MS’s processor keeps records of various components of the
infrastructure and the intrusion detection system, which detects and reports abuse
patterns, suspicious activities, unauthorised users and other actual or imminent
security risks.

4. Staff of the External Entity as the MS’s processor: The employees and contractors
have been adequately and suitably trained in the security and privacy policies of the
External Entity as the MS’s processor and advised of their data privacy, protection and
security procedures obligations, and appropriate procedures and policies are in place
for further training of all employees and contractors, including other employees and
contractors providing services to the processor. The employees and staff of the
External Entity as the MS’s processor (including contractors) are contractually bound
to keep confidential the MS’s PD or confidential information and to comply with the
applicable policies, standards and requirements of the External Entity with respect to
the processing of the MS’s PD.

Ensuring business continuity and disaster recovery: The External Entity as the
processor is able to recover timely PD availability and access in the event of incidents:

a. forall systems processing PD the business continuity requirements are defined
and disaster recovery plans are developed and tested; and

b. asufficient redundancy level is ensured for all PD processing systems.

6. Monitoring: The External Entity as the processor uses these monitoring systems and
procedures in accordance with best practices and instructions (including instructions
concerning monitoring and the rights of natural persons under applicable PD
protection regulations):

a. incident logs which record user activities, exceptions, defects and information
security incidents are created, maintained and regularly reviewed; and

b. alogin device and login data are protected against unauthorised manipulation,
changes, deletion and unauthorised access;

c. restricted access to PD (e.g. for administrators or system operators) and any
other processing carried out by these persons are recorded and monitored;

d. automated procedures are used to secure and report unusual activity regarding
PD.

7. External Entity, as data processor, implemented all above mentioned required
measurements according to I1SO 27001.

8. External entity, as data processor, processes PD in the form as handed-over to the
external processor by MS. After the termination of provision of services, the External
Entity undertakes to return the PD to MS and delete all returned PD in its own systems,
as of the date of the termination of services at the latest.



